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APPENDIX A:  STAYING SECURE

This appendix contains the fol lowing:

 l "Password tips and recommendations" on page 90
 l "Registering a browser or device" on page 91

Password tips and recommendations
A strong password  helps you protect your account.

To create a strong password, keep in mind the fol lowing guidel ines: 

 l Create unique, original  passwords
 l Use the longest practical  password
 l Use a mix of upper and lower case letters
 l Include one or more numbers
 l Do not use repeating or adjacent characters
 l Use at least one of these special  characters: `~!@#$%^&()_+={}|[ ]:”?,./\
 l Avoid using software or toolbars that store your password
 l Change your password regularly

Remember to avoid the fol lowing password pitfal ls:

 l Do not choose passwords or securi ty codes that others can easi ly guess.
 l Do not reuse passwords for multiple si tes.
 l Never use your account numbers.
 l Do not use personal  contact information, such as addresses or phone 

numbers.
 l Do not use personal  information, such as your name, birthday, Social  

Securi ty Number, passport number, or the names or information for family 
members or friends.

 l Do not use sequences of characters such as 1234567 or abcdefg.
 l Do not rely on look-al ike substi tutions of numbers or symbols alone. 

Passwords l ike P@ssw0rd are easy to guess, but can be effective when you 
also change the case of the letters, the length of the words, and 
misspel l ings, or when you use multiple unrelated words in a phrase.

 l Do not use dictionary words.

Password tips and recommendations
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The fol lowing l inks to third-party tools and si tes can help you to create strong 
passwords. However, we do not endorse or guarantee these si tes. They are 
provided only for your information and convenience.

 l Create Strong Passwords
 l Microsoft Password Strength Checker

Registering a browser or device
A conventional authentication system rel ies on two forms of identi fication to 
prove your identi ty: your Login ID and your password. Multi -factor 
authentication uses multiple forms of identi fication to make i t harder for 
attackers to access your account. The multiple forms of identi fication can 
include something that you know, such as a password, and something that only 
you have.  

In onl ine banking and the mobi le banking app, we can send a Secure Access 
Code to a contact address that you configure. The code is only val id for a single 
use and i t expires after a short time. You choose one of the fol lowing ways to 
del iver the code:

Method Detai ls

Phone The system cal ls the telephone number on fi le. You answer the 
phone normal ly and make a selection to hear the code. If necessary, 
you can repeat the code. The system does not leave the code on 
voice mai l . If you miss the cal l , you can request a new code. 

Text 
(SMS)

The system sends a text message with the code. Standard text 
messaging fees apply. 

Emai l The system sends a short emai l  with the code. Depending on the 
configuration of the fi l ters on your mai l  server, the message may be 
in your junk or spam mai lbox.  

Secure Access Code delivery methods

Whenever possible, you should configure phone and text del ivery methods, and 
leave emai l  unconfigured. Attackers can use vi ruses or other mal icious activi ty 
to compromise your emai l   and view the Secure Access Code. If you do not 
configure an emai l  address as a Secure Del ivery Contact, you can help prevent 
this type of attack.

Registering a browser or device
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Note:  Depending on your securi ty needs, we may configure your 
account to use codes from Symantec™ Val idation and ID Protection 
(VIP) Service Tokens. If your account uses a token, you enter the code 
from the token instead of a Secure Access Code. You enter the code 
from the token every time that you log in. 

If you have never used a particular browser or device to log in, you may need to 
enter a Secure Access Code to use i t. If the browser or device is one that you 
plan to use again, you can register i t. By registering a browser or a device, you 
confi rm that i t is under your control  and that you intend to use i t to access 
onl ine banking or the mobi le banking app. 

Tip:  Multiple users can register the same browser or device.

You register your browser or device again in the fol lowing circumstances:

 l You use a di fferent browser on your desktop
 l You delete and reinstal l  the mobi le banking app
 l Your browser does not save browser cookies
 l You clear existing browser cookies
 l We reset registration for al l  users for securi ty reasons

Caution:  Only register a browser or device i f i t is under your control . 
Do not register a browser on a publ ic computer. 
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